EN.130311

ARTEC IT Solutions AG // VSTOR

Recovery
A Smart Solution for
»BIG DATA« //
Local and Global Information Management

Imprint
Company Address
ARTEC IT Solutions AG
Robert-Bosch-Str. 38
61184 Karben, Germany
Phone: +49 - 6039 - 9154 - 0
Fax: +49 - 6039 - 9154 - 54
E-mail: info@artec-it.com
Internet: http://www.artec-it.com
Management/Board of Directors
Jerry J. Artishdad (Chairman)
Management /Supervisory Board
Dr. Andreas U. Schmidt (Chairman)
Headquarters
Karben, Germany, HRB 84834 Frankfurt
Chancery
Amtsgericht Frankfurt 72133
VAT Identification Number
DE 264190542
Responsible for Content
Jerry J. Artishdad
Disclaimer
Despite careful control, we assume no liability or guarantee
for completeness, accuracy, and timeliness of the provided
texts and data.
EN.130219 - Copyright © 2013 - ARTEC IT Solutions AG. All
rights reserved. VSTOR®, EMA® Enterprise Managed Archive®,
EMA® E-Mail Archive Appliance®, ANA® Automated Network
Administrator®, Mail to Archive®, Print to Archive®, Scan to
Archive®, Voice to Archive®, File to Archive® and ediscovery®
are registered trademarks of ARTEC IT Solutions AG. All other
trademarks are the property of their respective owners.
Copying, reproduction, or duplication, either completely, or
in part, is not permitted without prior written authorization
by ARTEC IT Solutions AG. Subject to change without prior
notice.

2

Table of Contents
2

Imprint

3

Introduction

5

»BIG DATA«

7

Is »BIG DATA« only for Big Companies?

9

Best Use for Your Resources

11

The Growing Challenge

13

Searching and Finding: Easy Access to All Data

15

Global Search

17

Comprehensive Information Management

19

VSTOR® File: Easy Access to the Entire File System

21

VSTOR® Mail: Easy Access to E-Mail

23

VSTOR® Print: Quickly Find Printed Documents

25

VSTOR® Scan: Easily Digitize Paper Documents

27

VSTOR® Voice: Easily Integrate Voice Communication into the Information Management

29

The Perfect Way to Manage Data: Organize Information Effectively

31

Data Analytics: Using Information Optimally

33

Data Protection: Economical and Efficient Backup and Recovery

35

Data Format and Storage Technology

37

Hot Standby: High Availability and Protection Against Data Loss in the Event of System Failure

39

Manage Data Securely

41

Trusted VSTOR®

43

ARTEC Appliance: Security and Performance on Well-Matched Hardware

45

A Smart Solution for the Administration of VSTOR®

47

Secure Archiving in the Cloud

49

The ARTEC Service: Always at Your Side

51

ARTEC IT Solutions AG

VSTOR® // A Smart Solution for »BIG DATA« // Local and Global Information Management // February 2013

Introduction
What is the real truth about the hype
surrounding »BIG DATA« and business
analytics for unstructured data?
Everyone keeps talking about »BIG DATA«,
which continuously raises the question
of what exactly is so important about it.
There is no doubt that the current and
future rate of data expansion is alarmingly
high. This presents a major challenge for
organizations, and especially for IT departments. The biggest challenge is not storing
data and information, but rather, making
it usable in an efficient and economical
manner afterwards. Analysts say that data
amounts are on the rise, and that the
resulting challenges for organizations are
similarly getting bigger; becoming almost
unsolvable.
In particular, keeping data usable is the
biggest challenge, because searching
usually becomes extremely difficult or
extremely time-consuming. People often
spend more than two hours a day searching for information that they need to complete whatever they are currently working
on. If your employees have an hourly wage
of $100, the difficulty of finding relevant
information results in your organization
losing about $20,000 per employee per
year. For just 50 employees, this results
in $1,000,000 spent on ensuring staff
members are able to obtain and use information.

Is »BIG DATA« Only for Large
Companies?
It is undisputed that »BIG DATA« solutions
offer considerable value for large enterprises. But what about the smaller and
medium-sized organizations? Using
$1,000,000 per year per 50 employees
as a foundation, it is easy to answer that
question: for small and medium-sized
organizations in particular, using data and
information effectively is a matter of life
and death. But even large companies have
to face this challenge. According to the
Gartner BI Summit, by 2015, 85% of the
Fortune 500 companies will not be able
to use data and information effectively to
compete on the market.
With our 100% standards-based VSTOR®
solution, we provide the ability to quickly
and effectively access unstructured data.
No matter whether your data is stored on
a mail or file server, generated by applications, held in the form of paper documents,
or consisting of phone calls; our solution
has you covered. The intuitive design of
VSTOR® makes it easy to access all of your
information.
As part of this brochure, we want to cover
these and further questions about »BIG
DATA«.
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»BIG DATA«
The term »BIG DATA« has been haunting
the IT industry for some time already, but
what exactly does it mean? Data warehouse vendors simply assert that it is
nothing more than an evolution of conventional data warehousing solutions. Others
simply attempt to associate »BIG DATA«
with business analytics. But is this really
true, or are there other approaches to this
very apt term?

From numerous discussions with our
customers, we have analyzed the current
requirements and challenges for IT infrastructures. The most common response
we received from our customers was that
they wanted an easy way to access all of
their information in the shortest amount
of time possible. Depending on what data
is required, the ideal solution would make
ideal use of the existing infrastructure.

Many manufacturers are still trying to
convince customers that »BIG DATA« is
something new. As a matter of fact, however, the only new thing is the term itself.
The actual requirement to make data and
information usable in a purposeful manner
is nothing new. With over twenty years of
experience in the business, we can assure
you that our customers already had comparable requirements ten or twenty years
ago. What has changed over time, however, is that the amount of data that needs
to be processed is rising faster and faster.
This presents considerable challenges to
IT departments.

This is exactly where the greatest potential
savings lie. Like mentioned in the introduction, a single employee often needs to
spend one or two hours every day to find
the information they need to complete
their work. Time is money, so if you were
to project this time onto a whole working
year, the amount of money lost would easily
exceed an IT budget by several magnitudes.
Potential savings are enormous and even if
this expenditure would be only halved, you
would be able to increase the productivity
of each individual employee substantially,
and do so with very little expenditure and
training.

Many solutions offered today concentrate
only on connected file systems and file
shares. These solutions offer no answer
to the question of what happens with the
remaining data. Some of these solutions
attempt to solve the problem of acquiring additional data, such as from mail or
ERP systems, using plug-ins and proprietary API interfaces. But this approach
often does not lead to the desired result,
because plug-ins can cause instability.
Existing solutions are also often much
too complicated, and anything but easy to
install and maintain.
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Is »BIG DATA« only for Big Companies?
When speaking about »BIG DATA«, you probably cannot avoid thinking about colossal
amounts of data generated by the largest
of organizations. But is this really the case?
What kinds of companies really profit from
»BIG DATA« solutions? Don’t medium-sized
organizations have similar data access
and information availability requirements?
Of course they do. It is always important
to guarantee fast and simple access to
all data regardless of a company’s size.
The differentiating factor is the available
budget: larger organizations often also have
bigger financial possibilities in order to
ensure access to data.
For small and medium-sized organizations,
the actual challenge is accessing the data;
not storing it. Contrary to databases, which
permit controlled access to information,
what causes trouble in organizations is
unstructured data; e.g. e-mail messages,
file systems, printed documents, or paper
inboxes. Storing data and information is not
the actual problem. Purchasing additional
resources (e.g. storage media), makes it
possible to store information easily.
The fundamental challenge is controlled
and above all quick access to information.
This is something that poses a considerably greater challenge to organizations. The
fact that data and information has been
stored is rather unimportant, because the
important thing to know is where exactly a
specific piece of information can be found.
Small and medium-sized organizations often have problems in this area, or simply do
not have the technical or financial possibilities to answer this question.

This is why we have developed VSTOR®; a
solution that makes enterprise functionality available to organizations of all sizes.
VSTOR®’s extremely powerful search
engine allows data to be found quickly and
independent of platform or content type.
Whether your information consists of e-mail
or file-data, printouts, or traditional paperbased documents, we have you covered. No
matter how your documents were created
or generated:
VSTOR® allows unrestricted access to all information with a few mouse clicks. Existing
access control regulations are factored in
to ensure that users can only access data
they are permitted to access. Furthermore,
VSTOR® makes it easy to restore data and
information quickly.
A modern information management solution
should not just place special focus on easy
access to your organization’s data, but also
on easy administration: ARTEC’s solutions
can be used with little administrative effort,
but this does not mean that you have to
compromise on functionality that is normally only available to large organizations.

Advantages
 Easy and platform-independent access to all information
 An enterprise solution for SMEs
 Quick installation
 Easy administration
 Complete access control
 Continue using your existing infrastructure
 Reduce costs
 100% standards-based

Modern information management is about
more than just making information available. It is also about reducing overall
costs. ARTEC’s innovative solutions can
be deployed within a short amount of
time, and without requiring changes to
your applications or IT infrastructure. Your
organization’s existing investments can be
integrated into the overall solution with
very little effort.

It is undisputed that productivity and profitability can be increased substantially, if
employees can access the information they
require faster and easier.
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Best Use for Your Resources
Each piece of information has a particular
value for an organization and its individual
employees. This value falls over time; it
decreases with the age of information. This
time can span from a few seconds (e.g. a
simple informative e-mail) to several years
(e.g. CAD drawings). With conventional
solutions, such data and information is
only ever considered in isolation, which, in
the large scale of things, is not the most
economical approach. The VSTOR® product
line makes it quick and easy to manage all
sources of information, such as e-mail messages, file systems, printouts, paper-based
documents, and voice communication.
All modules work together seamlessly
in order to provide efficient information
management. Only a centralized information management solution offering superb

and high performance search capabilities
can provide maximum effectiveness. Let’s
assume that your employees spend an
average of 30 minutes per day searching
for information. Now try to imagine that
simply using the correct IT solution could
reduce the average time spent searching
for information from 30 minutes to just five
minutes. The result is an average increase
in productivity of 25 minutes per employee
per day. This sort of figure quickly becomes
significant for organizations with a larger
amount of employees.
Are you currently storing your data depending on how much it is really worth? Probably
not. A common problem is that data is
exclusively stored on (expensive) primary
storage. This is hardly the most efficient
way to use existing resources.

COST
Data increase

Management

Bandwidth
Computer
Storage

TIME

COST
Costs too high!

OPERATIONAL
DATA

BACKUP &
RECOVERY

If you take a minute to think about your
current file systems, you will realize that
60% to 80% of the data stored on it is
completely static. If you had the ability to
move the static chunks of data to more
economic storage locations, you could use
your existing resources more efficiently. You
would not need to keep extending existing
storage systems, and backup and restore
operations would complete a lot faster.
The big challenge for this scenario lies in
retaining seamless access to this migrated
information.
When it comes to accessing all information,
most vendors do not offer an efficient
solution, because this would be too complex
and expensive. VSTOR® uses a completely
new and standards-based approach for
providing users access to all information. Searching for information is made
extremely simple, because an index covers
the entire data store. Our unique search
server allows users to find desired content
within a very short amount of time.

Value of
information
ARCHIVED DATA

TIME
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The Growing Challenge
There are several approaches to »BIG
DATA« available on the market right now,
but all of these solutions have a common component: the database. This is
where the greatest challenge lies. A few
examples clearly illustrate why this is the
case. These days, how long does it take to
create a backup of a database? Correct,
when using snapshots, it only takes a
few seconds. But what about restoring a
database? This is not something that can
be done in a matter of seconds.
Analysts forecast that databases represent the biggest challenge for the coming
years, because they are usually finite.
Currently available databases can only
hold and organize a certain amount of
information, and begin to slow down as
time passes. Furthermore, databases are
often only used locally, or are limited to
local use. This is a problem as soon as
you start considering national or international branch offices. The most common
solution these days is to relocate data
and information to a central data center,
or to use multi-master replication. At first
glance, these approaches seem useful,
but what about legal regulations mandating that data may not leave certain
economic areas? Furthermore, what happens when network bandwidth becomes
insufficient?

The symptoms are alleviated for a short
amount of time, but will quickly start to
reoccur with growing amounts of data.
Data is centralized to ensure global
access to data and information. But what
happens when a network connection
breaks down? Modern IT infrastructures
should be able to ensure access to all
information at any time.
Not only will you enhance productivity for
your employees, but also improve your
organization’s competitive abilities, because your employees can only work with
data that is readily available to them.
Many »BIG DATA« solutions focus on analysis as one of their core features, which
is completely reasonable from the customer’s perspective. However, what is often
overlooked is that analysis is actually the
second step. In order to perform the best
possible analysis, the first thing to ensure
is that it is possible to access all data.
This is why we took special care to ensure
complete and controlled access to all
information while developing VSTOR®. Our
approach ensures that a stable and reliable
data base is always readily available for
subsequent analysis.

Challenges
 Databases have limitations
 Replication is not always the best
solution
 Network resources are scarce
 Resources should be used efficiently
 Centralizing global data is legally
questionable
 Data availability must be guaranteed

Again, competitors have drawn up a theoretical solution on paper: »network optimization«. But is this really a long-term and
future-proof answer in practice? In many
cases, it is simply a makeshift solution:

11
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Searching and Finding: Easy Access to All Data
Ease of use is what transforms a conventional IT solution into an effective IT
solution. Introducing conventional solutions
often requires substantial training and
results in a long adaptation period. VSTOR®
could not be more different! A priority goal
of our many years of patented development
was, and still is, to create a solution that is
so intuitive and easy to use that it allows all
users to become productive instantly. Our
solution is comparable to a modern online
search engine, which is so straight-forward
that using it normally requires no training.

Wouldn’t it be desirable to be able to
use the same approach for all unstructured data in your organization?
With VSTOR®’s easy to use search engine,
we pursued this exact goal, in order to
provide our customers with an easy to
use search experience. Users can access
their own files, and any other documents
they are permitted to work with, regardless of the underlying data source or
the user’s physical location. A simple
search is normally all it takes. The search
engine is available for all of your organization’s local users, as well as globally and
throughout all of your branch offices.
The easy to use search engine drastically
reduces the amount of time your employees spend searching for data and information. Instead of plowing through their
mail client, file system, or physical paper
files, all information is accessible from
their workstations and can be retrieved
within a matter of seconds.

Automatic tagging and the ability to assign
additional search attributes provide an
even better overview of your organization’s
information. Additional features, such as
legal hold and retention tags further help
your users organize data in a way that
suits your organization best. Support for
setting up department archives and replicating the folder structure of file and mail
servers is also available.
The VSTOR® search engine allows you
to work in an efficient and goal-oriented
manner. Perform simple full-text searches, or create complex searches that get
you exactly the results you need.

VSTOR® uses your organization’s existing
security infrastructure as a base to ensure
controlled access to information. Two
examples are LDAP and Active Directory,
which are fully supported. Of course, these
authentication mechanisms are also supported when you are using only a single
appliance.

Large Organizations Have Special
Requirements
For small and medium-sized organizations, a single appliance is often enough
to acquire all data and make it available
to users. But what about large organizations?
Large organizations often hit the limits of
databases, which poses a challenge that
can normally only be solved using substantial technical and financial resources.
VSTOR® is different: our patented global
search makes it possible to link an
unlimited number of VSTOR® appliances
together in a network quickly and easily.
Every appliance operates independently
and has no dependencies on other appliances, because there is no single master
database.
After successfully linking all systems
together, all users and administrators can
immediately access all data and information, but without violating any access
restrictions in the process.

13

14

VSTOR® // A Smart Solution for »BIG DATA« // Local and Global Information Management // February 2013

Global Search
If your organization has multiple national
or international branch offices, you might
be facing an almost unsolvable problem.
From a methodical perspective, it might be
very tempting to move all of your data and
information to a centralized storage location, but legal and technical constraints
often make this impossible. This inability
to centralize data results in your users
being unable to access information across
different physical locations. VSTOR®‘s
global search bundles the advantages of
proven ARTEC technologies to create a
powerful search solution for your organization‘s entire network; no matter how
disjointed it may be.
All content and documents, regardless of
their source, file type, or location, remain
centrally available, and can be found within
a very short time. A centralized storage
facility is not necessary. This increases
productivity and makes it significantly
easier for employees to gain access information they are authorized to use.
VSTOR® does away with complex multi-site
maintenance and complicated synchronization of permissions and folder structures,
as folders, search results, and access
permissions are automatically requested
and merged from individual locations in
real time for every access. This ensures
full legal compliance, because the information remains in its country of origin, and is
made available without violating applicable
regulations. The full-text search engine,
with optical character recognition even
within documents and files, provides high
transparency and a comprehensive overview of information.

Global search with VSTOR® is suitable for
both centralized and distributed data management. Low network bandwidth, which
would normally prevent continuous data
centralization, no longer poses a problem
to organizations with multiple branch
offices. In addition, legal requirements
are met when dealing with international
locations, because data can remain stored
in its respective economic areas. This
solves numerous complications, such as
the legally compliant storage of financially
relevant documents, which up to now has
been a major challenge for organizations
with branch offices in the European Union
or the United States. Even though data
is not held centrally, your head office can
access the information it needs, no matter
where in the world it is.

Advantages
 A global search engine for all content
produced throughout your organization
 Maximum security provided by a sophisticated security concept
 Available to both users and administrators
 Powerful full-text search capabilities
 Maximum availability of all relevant
information
 Data is only transmitted when it is
downloaded
 Provides centralized data management that complies with fiscal regulations
 Covers all archived documents

International Patent pending
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Comprehensive Information Management
Most conventional »BIG DATA« solutions on
the market today simply focus on connecting local file systems. Seamless availability
of business-relevant data however, requires
much more than simple file system integration; all sorts of data, no matter what
format it is in, must be made accessible.
Focusing only on local or global file systems
limits the scope of data analytics to just
30% of the actual information.
In addition to file systems, an all-encompassing data and information management
solution must also be able to cover your
organization’s entire e-mail communication. Furthermore, it must also be possible
to integrate other forms of data, such as
printouts and existing paper documents,
into the information management solution.
The only way to derive the greatest possible
benefits from a solution and its associated
investment is if all sources of information
can be made accessible easily.
VSTOR® is one of the few systems on the
market with the ability to span all data
sources. The appliance fulfills the fundamental requirement of providing immutable
access to data and making it available for
further processing. In addition to unlimited
access to all information, this approach
makes it possible to make a lot more
functionality available for advanced usage
scenarios.
All data and information is stored in its
original format, encrypted, and processed
by the full-text search engine. Among other
things, this makes it possible to quickly
restore data and information.

While recovery demands can normally only
be met with difficulty and a large amount
of effort, starting tomorrow you can restore
data with a single click. The powerful fulltext search engine makes this process a lot
easier, because in addition to file names, it
also allows you to search for file contents.
Therefore, a comprehensive information
management solution also simplifies an
administrator’s workload, because restoring lost information becomes a task that
users can perform by themselves. VSTOR®
is the first solution that makes it possible
for organizations to search for documents
within a matter of seconds. Once found,
information is immediately available for
use or analysis.
To make this possible, data and information from mail servers, mail clients, file
systems, printers, print servers, and scan
stations is acquired by VSTOR® using
standardized technologies. In addition to
classic document types, VSTOR® can also be
connected to common telephone systems if
desired. This makes it possible to integrate
voice communication into your organization’s information management.

Advantages
 Quickly deployed in your network
using Plug & Play
 Works flexibly and independent of
your organization‘s existing IT infrastructure
 High compatibility allows data to be
stored on any SAN and NAS storage
system
 Various hardware platforms ensure
the appliance is highly scalable
 Reduces storage space requirements
using single instancing: every document is only stored once
 Restoring stored information is quick
and painless
 Allows you to centralize information
management for all relevant information instead of having to rely on various isolated solutions
 Often considerably cheaper than
comparable software-based solutions
 Additional functionality can be added
without having to interrupt your business

17
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VSTOR® File: Easy Access to the Entire File System
Many business processes or documents
are ultimately connected to files, which
must also be stored and retained for
future access. However, accessing files
and executing targeted searches for files
present great challenges.
VSTOR® File provides a smart solution to
connect to file systems, which allows you to
integrate all of your business-relevant data.
VSTOR® File can scan entire file systems
automatically, which greatly simplifies the
task of making existing data more accessible. Various filters, such as file type or file
size substantially simply the organization
of information. Once all relevant files have
been acquired, they can be removed from
the file system. Changes to the file system
are automatically detected and the modified files are automatically stored based on
conditions derived from predefined policies.
Like all of ARTEC’s solutions, VSTOR® File
uses widely-implemented standards, which
ensures future reliability and keeps your
organization free of proprietary data formats
or data connectors.
When storing data, VSTOR® File automatically adjusts itself to the infrastructure it
is used in. The state-of-the-art appliance
concept supports both local storage
systems and cloud-based storage environments without compromising security.
VSTOR® uses your organization’s existing
access control mechanisms and integrates
them into the »BIG DATA« solution.

In addition to secure research functionality,
acquired data can also be used for other
purposes, such as backup and recovery.
When it comes to restoring single documents, IT administrators often face seemingly unsolvable challenges. Compared
to a complete file system restore, it often
takes a considerably longer amount of
time to restore individual files, because
individual objects are difficult to find.
VSTOR® turns this challenge into a matter
of seconds: it is possible to search by file
name or any other piece of information the
user remembers, such as a word or paragraph, or deleted words and paragraphs
from previous revisions of a document.
Once found, the restore process is quick
and simple. Users can even carry out
the restore procedure by themselves for
documents that they created. This not only
saves time for administrators, but also
provides users to continue working without
interruption.
VSTOR® is extremely versatile and limited
only by special restrictions or particularities
of individual organizations.

Advantages
 Easily connects to file systems
 Automatically scans for and stores all
relevant files on file systems
 Permanently monitors systems and
stores changed files
 Automatically assigns files to users
 Quickly and easily search for and
review stored files using powerful
full-text search
 Centralize archiving and avoid isolated solutions
 Remains secure even when used
in cloud environments due to the
innovative appliance concept that
includes Trusted VSTOR®
 Supports departments and multitenancy
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VSTOR® Mail: Easy Access to E-Mail
Continuously growing amounts of e-mail
communication often make an organization’s mail server one of the most utilized
IT assets. To meet this ever-increasing
challenge, you need a solution that can
help lower the load on your existing infrastructure (mail server, storage, network,
and hardware components). VSTOR® can
be integrated into your existing IT and
e-mail infrastructure in a short amount
of time and is immediately operational.
VSTOR® works independent of your existing
mail server, hardware components, and
operating systems. No components have
to be installed on your mail server, nothing
needs to be replaced, and no changes are
made to existing functionality.
A smooth deployment is guaranteed and
can normally be performed during normal
business hours. After the installation is
complete, VSTOR® automatically stores
an encrypted copy of every incoming,
outgoing, or internal e-mail message in
its original format (SMTP, RFC 822). Every
document is automatically indexed and
integrated into the full-text search. Documents and files that are attached to e-mail
messages are also automatically indexed
when a message is stored. Furthermore,
folder structures created by users are also
factored in, which presents a considerable
advantage in conjunction with file system
access.
For the first time ever, it is now possible to
perform a search in the same folders even
though they were originally part of two different data sources. This unique feature
allows you to integrate even the most
complex infrastructures in a short amount
of time, and helps you make the best possible use of your resources.

Using original file formats without conversion is the only way to ensure that an
e-mail message can still be used without
migration even after several years (and
inevitable technology changes) have
passed. For example:
Today you are using Exchange Server. A
few years down the road, your organization is about to merge with a different
organization, and you now have to migrate
to a Linux-based mail server. This is often
impossible or more difficult than it needs
to be, because migrations of this magnitude usually require a lot of administrative
effort and large configuration changes.
VSTOR® allows you to connect your existing
data to a new mail server immediately,
so you can continue to use it without any
restrictions. The RFC822 format ensures
that existing e-mail messages can be used
without any migration. The format is supported by all mail servers on the market
around the world, and has been in use for
over twenty years.
VSTOR® substantially lowers your workload
during a mail server migration, because
e-mail messages that have already been
stored do not have to be transferred to the
new system. Instead, users simply select
which messages they want transfer and
restore them into the new system.

Advantages
 Works independent of the mail server
deployed in your organization
 Supports archiving from multiple mail
servers (and vendors) at the same
time
 Can be deployed in a very short
amount of time
 Appliance is set up and pre-configured for information management
 Immediately operational after being
connected
 Access all e-mail messages quickly
and at any time
 Easily integrates into e-mail clients
such as Outlook or Notes Client
 Automatically stores all incoming and
outgoing e-mail messages, as well
as internal e-mail messages in their
original format (SMTP, RFC 822)
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VSTOR® Print: Quickly Find Printed Documents
Every user that has ever tried to recreate
a document that was printed several years
ago can imagine the benefits provided
by this feature. Even if the application
that initiated the initial printout is no
longer in use, the document can still be
restored. VSTOR ® can simplify even the
most complicated migrations, because old
information can be made available in PDF
format without having to perform any sort
of migration.
VSTOR® Print allows you to acquire all
printed electronic documents created by
users or applications. The feature allows
users to digitally store all or selected
pieces of data securely and comfortably
during the print process.
In order to use the print feature, an
administrator simply needs to define one
or more existing printers as »Information
Management« or »Source« printers using
the user interface. Additional changes to
existing hardware and software are not
required. A print job will still be created
in the traditional sense - documents are
printed out on paper as before. However, in addition to the paper printout, an
additional copy is automatically stored by
VSTOR®.
Traditional document management solutions are often labor-intensive and expensive to maintain. Furthermore, users must
normally undergo specialized training in
order to manage complex filing systems
that frequently do nothing more than imitate traditional paper files.

In contrast, VSTOR® Print stores information in a simple and time-saving manner.
Simply store, search, and find: documents
are stored in the information management
system quickly and easily. Users do not
need to perform any additional filing procedures or other operations manually.
VSTOR® Print also makes it easy to integrate documents from SAP, ERP systems,
or any other application into the information management without requiring a large
amount of administrative effort. Even
print servers processing large amounts
of documents seamlessly integrate with
VSTOR ®. Users will notice no changes to
their workflow.
Digital information management and »BIG
DATA« spans a lot more than just data
management and business analytics.
VSTOR® Print provides an innovative and
smart enhancement for storing and finding
printed documents.

Advantages
 Any printer in your organization’s
network can be defined as a source
printer
 Both local and network printers are
supported
 Documents are automatically stored
as they are printed
 No changes need to be made to
existing systems
 Access printed documents quickly
and at any time
 Easy to use full-text search covering
all documents; quick restore
 Verify the authenticity of archived
documents using electronic date and
time stamps and encryption
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VSTOR® Scan: Easily Digitize Paper Documents
In addition to digital communication,
organizations also need to retain conventional, paper-based documents, and ensure
that quick access is possible at any time.
VSTOR® Scan provides an easy-to-use and
efficient solution for digitally capturing
paper-based documents and making them
available again quickly.

Automatically and manually added metadata is immediately made searchable, which
lowers the time spent looking for information and increases overall productivity. Even
large sets of existing paper-based files can
be captured comfortably, and are transferred into your digital information store in a
time-saving manner.

The setup process and document processing workflow are both very easy. Feature
activation and installation can be performed
in a short amount of time. After installing
and setting up the included client, the basic
configuration is already complete. Documents are then captured fully automatically.
Scanning entire sets of paper files is also
supported. Optical character recognition
(OCR) turns text found in pictures into
searchable content, which can then be
augmented automatically or semi-automatically using attributes, in order to help
you organize information in a way that
works best for your organization.

It is often necessary to search for old documents in physical document archives. This
usually requires a considerable amount of
time and may even require additional steps
to be taken in order to ensure legal compliance. Being able to access old documents
in a quick and easy manner keeps your
business running smoothly. Searching old
paper-based archives is anything but quick
and easy, and poses many limitations. Only
a full-text search based on digitized documents facilitates the search and subsequent access to information.

To make it easier to retrieve information at
a later time, the intuitive scanning module
allows users to assign additional metadata manually or automatically. The Scan
module supports you regardless of whether
you require automatic detection and
transmission of field information to VSTOR®,
or simply need a way to input additional
information manually.

VSTOR® displays the information you are
searching for in a simple and effective manner, and allows you to restore it at any time
with a single mouse click. VSTOR® Scan
organizes conventional paper inboxes, and
provides a secure filing mechanism, which
smoothly integrates into the information
management system.

Advantages
 Seamlessly integrates into your
workflow and helps you capture and
store paper-based documents
 Automatically scans complete sets
of paper files
 Powerful full-text search with optical
character recognition (OCR) in
scanned documents
 Works out of the box without requiring changes to existing systems
 Verify the authenticity of archived
documents using electronic date and
time stamps and encryption
 Conventional, confusing paper-based
inboxes are replaced with a secure,
digital solution for information management
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VSTOR® Voice: Easily Integrate Voice Communication
into the Information Management
In many industries and organizations,
agreements and arrangements made
over the phone are an important basis for
business transactions. Consider contract
formation in the financial and insurance
sector, or sales and support calls handled
in call centers, for example. The ability
to document voice communication can
also aid government agencies and public
institutions, as well as help with project
negotiations inside an organization. Past
approaches for archiving voice communication have often failed because they were
not technical feasible, or because specific
implementations ended up producing
legally questionable results, as it is not
allowed to simply record every telephone
call without prior consent.

To meet privacy regulations, VSTOR® Voice
can automatically prompt your conversation partner for their consent. Even
conversations that are already in progress
can easily be recorded from specific points
of time. The ability to integrate custom
announcements and prompts gives you
additional flexibility. You could, for example,
record contract terms and then play them
back to customers or business partners.
At the same time, VSTOR ® Voice also
ensures that recorded conversations
are presented in an organized and easily
maintainable manner. Conversations
can be tagged, and then easily retrieved
and played back at a later time using the
comfortable search feature with its proven
VSTOR® performance characteristics.

Aware of these issues, we designed
VSTOR® Voice to provide a legally compliant
storage solution for voice and telephone
calls that is very easy to deploy inside organizations. Our solution works independently
of the telephone system or telecommunications infrastructure used by your organization. Furthermore, full configurability
ensures you can fine-tune the configuration
to suit any special requirements. Changes
to the existing telephone installation are
often completely unnecessary. Using
VSTOR ® Voice, you can store voice and
telephone calls seamlessly and without
having to deploy an isolated solution.

VSTOR® Voice naturally puts a strong focus
on security. Recorded conversations are
protected by the information management
system and stored in a tamper-proof
manner.

Advantages
 Secure storage of voice communication (phone calls, voice data, VoIP)
 Developed with close consideration
of applicable privacy and compliance
regulations
 Easily integrates into existing telephony infrastructures, such as an
existing telephone system
 Uses state-of-the-art VSTOR® security
features to protect data
 Dedicated call center mode: automatic recording of all incoming calls
(after the caller gives consent) and
forwarding to an available agent
 Gateway mode by calling VSTOR®
appliance internally and then dialing
the destination number
 Ongoing conversations can be
recorded at any time while the call is
in progress
 Quickly find stored conversations
using powerful search functionality
provided by VSTOR®
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The Perfect Way to Manage Data: Organize
Information Effectively
With the immense and ongoing growth of
data faced by organizations, one of the
biggest challenges is to retain an overview
of the information. Documents, e-mail
messages, files, and other data need to
be kept available on demand, and access
has to be quick and simple. Considering
the high rate at which data and information are created, simply saving it is not
enough.
The innovative VSTOR ® attribute system
and folder synchronization feature help
you organize your information store.
Adding additional information makes it
easier to organize data according to your
organization’s needs. Documents receive
additional pieces of information (metadata or folder structures), which can be
added to objects both manually and fully
automatically. Any additional information
can be used in conjunction with the fulltext search feature, and make it easy to
find the data you need. Especially in large
environments, this dramatically reduces
the time spent looking for information.
Folder synchronization not only mimics
the folder structure of your file systems,
but also mirrors the folder structures of
your Exchange Server. This makes it easy
to quickly find information when you know
the folder in which it was stored. The basic
version of the attribute system already
provides you with the ten most commonly
used attributes. These attributes help you
implement many typical scenarios, such
as dealing with private e-mail messages,
setting up department archives, preventing
deletion, or complying with retention and
legal hold periods:

*
*
*
*
*
*
*
*
*
*

Private
Private Deletion
Invisible
Retention Period
Legal Hold
Encoding
Client Identifier
Department Archive
Tags
Folder

These predefined attributes make it simple
to implement many common compliance
and privacy regulations. The predefined
features they link into allow automatic and
compliant post-processing of data and
information.
The powerful Enterprise Attribute System
provides a custom attribute editor that
allows you to create and assign additional
attributes according to your individual
needs. Flexible text, numeric, selection,
memo, tagging, and Yes/No fields allow
you to structure and organize your information in a way that works best for your
organization. This goes far beyond basic
tagging offered by other vendors, because
even the most complex metadata and
information structures can easily be
implemented.

Advantages
 Flexible organization of information by
assigning attributes/metadata
 Basic attribute system provides predefined attributes
 Enterprise attribute system provides
an attribute editor for creating and
storing custom metadata
 Quick and powerful search engine with
easy restore capabilities
 Helps implement compliance regulations
 Provides information management in
compliance with your organization’s
policies
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Data Analytics: Using Information Optimally
Get More out of Your Organization’s
Information
An ideal information management solution consists of many individual parts.
In addition to providing access to, and
organization of, information, being able
to process this information is starting
to play an increasingly larger role. These
days, simply importing data and making it
available again is not enough. Due to the
continuously rising amounts of data, being
able to use data and information effectively is now a decisive factor. The VSTOR®
Data Analytics module and support for
individual customization can help your
organization use stored information in the
best way possible.
The Data Analytics module provides the
ability to quickly draw individual conclusions from existing information. Whether
you want to, for example, analyze the
usage factor of individual data sources
for a specific point in time or over a large
time span, VSTOR® has you covered. An
analysis can be performed using a few
mouse clicks. The process can be as easy
as a web search, or based on a comprehensive and complex query. Data sources
can be analyzed quickly and easily in order
to show tends that can help you coordinate the ideal use of current and future
resources.
Because VSTOR® makes it easy to access
and use information, the ability for individual
customizations allows you to implement
an almost unlimited number of usage
scenarios.

VSTOR ® can easily be connected to
external data sources, such as LDAP or
Active Directory servers, in order to add
additional information to data, or assign
individual access permissions. Documents
can be detected automatically, and trigger
individual processes based on rules. It
is even possible to connect to existing
systems, including ERP, database, or CRM
solutions. This substantially increases the
overall usability of data and information.

Examples of Individual Customization
Automatic Detection of Information on
Paper-Based Documents
In combination with the VSTOR ® Scan
module, specific regions of paper-based
documents can be detected and passed
to VSTOR® in the form of attribute values.
This simplifies categorization and can
make it easier to find the information at a
later time.
Using LDAP Information to Set the »Legal
Hold« Attribute or a Retention Period
You can perform policy-based decisions
using simple LDAP or Active Directory
queries. You could use this to automatically
set retention periods for all or just specific
sets of documents created by your invoicing
department.
Easily Distributing Incoming Mail
Use VSTOR® to scan incoming paperbased mail and distribute it to responsible
employees along with a notification e-mail
message. This effective approach to mailing distribution can help reduce workloads
for all involved parties. Additional, all
business-relevant mail is automatically
stored in a digital format.

Advantages
 Easy to use
 Individual customization
 Works independent of data and its
source
 Does not require labor-intensive
programming
 Optimal use for all of your organization’s information
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Data Protection: Economical and Efficient
Backup and Recovery
At present, very few organizations are fully
satisfied with their current backup and
restore infrastructure. Traditional strategies and approaches often turn backups
into extremely inflexible and cumbersome
processes. This not only affects the
overall performance and the infrastructure
itself, but also causes great pains for
end-users. Recovering individual pieces of
data or information, if they can be found in
the first place, is often quite complex and
time-consuming.
From the perspective of IT and management, there is also another problem: In
many cases, the actual »value« or importance of data decreases very quickly with
increasing age. However, every piece of
data, no matter how old or seemingly
unimportant it is, could become indispensable at any point in time. So far, conventional approaches are challenged to reflect
this fact accordingly, especially because
there is always a fear of losing important
data or becoming unable to access it in a
timely manner. The result: In many cases,
business-relevant information is not stored
in the most cost-efficient manner.
Another important point to consider is
whether continuously including the same
sets of old data and documents in backups
is really necessary. In addition to substantially increased backup times, loss of performance and increased storage consumption pose great challenges.

A Modern Restore Strategy
VSTOR® Recovery from ARTEC IT Solutions
is the ideal solution for search and recovery of data and individual documents in
corporate networks. It helps implement a
modern backup and recovery strategy.
The system supports any mail server, as
well as various network file systems. In
addition, printed or paper-based documents
can be restored or made available again.
VSTOR® quickly and easily integrates into
existing IT infrastructures, and does not
cause complications during the process.
Once set up, users or administrators can
immediately restore data. Depending on
the usage scenario, the rich functionality
offered by VSTOR® with its Recovery module
can also complement classic tape backup
and data security solutions, and can even
replace them entirely.

Advantages
 Provides an innovative backup and
restore strategy
 Data is stored in a cost-effective
manner that reflects its actual »value«
 Supports all common mail servers
 Supports CIFS and NSF file systems
 Recover data with a mouse click
 Maximum protection for corporate
information
 Business intelligence management
 Perfectly complements legacy
systems and tape backups, and can
even replace them
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Data Format and Storage Technology
In order to master large amounts of data,
it is important to choose a system that
has support for a large amount of different
storage technologies. As a standardsbased solution, VSTOR® not only stores all
documents in their original formats, but
also supports almost all common storages
technologies.
Given retention periods that often span
long periods of time, a lot of care has to
be taken when choosing a suitable storage
system for the information store. Generally,
information should be stored on media
that also corresponds to the value of
information. Legal regulations require many
documents containing business-relevant
information to be retained for at least ten
years.
This is why VSTOR® supports all common
storage technologies, such as NAS, Fibre
Channel, iSCSI, or cloud storage. Extensive
compatibility allows us to meet all technical requirements, as well as the diverse
requirements of our customers.

The built-in storage manager not only
supports backup and replication, but also
makes it possible to aggregate multiple
Fibre Channel and/or iSCSI storages to
form one large information store. With
VSTOR®’s built-in storage manager, even
advanced tasks, such as data migration
to new storage systems, or merging of
distributed subsystems, requires nothing
more than a few mouse clicks. Multiple
storage technologies can even be connected together in order to create one or
more virtual volumes.
The latter is especially interesting because
storage systems are usually used for
around three to five years before they are
replaced using newer technologies. Using
VSTOR®, a migration can be completed in
a few clicks and take place during normal
operation. VSTOR® gives you peace of mind
that your organization’s data is stored
safely and securely. Once data has been
transferred, it can be deleted from the
primary storage system.
VSTOR® gives you the flexibility to decide
where and on which storage system you
want to store your data. The important thing
to note here is that the storage technology
you choose has absolutely no impact on
search performance. Instead of purchasing
expensive high-performance storage equipment, use VSTOR® in conjunction with SATAbased storage and lower your IT budget.

 E-mail messages are stored in RFC822
format (also known as SMTP/MIME)
 Printouts in PDF format, which ensures
any and all layout information is retained
in addition to content
 Dot-matrix printouts are stored as
generic text
 Files are stored in their original formats
(Excel, Word, PDF, etc.)
 Phone calls are stored using audio files
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Hot Standby: High Availability and Protection Against
Data Loss in the Event of System Failure
Highest security and availability of your
organization’s data and information is one
of the defining characteristics of VSTOR®.
Using our unique hot standby architecture,
you can implement an additional level of
protection.
To provide access to information, all
modern information management systems
require hardware platforms and databases.
The software components can quickly
become a limiting factor. Data centers
often need to guarantee service response
times, and therefore need to consider
appropriate mitigation strategies when planning out the overall system infrastructure.
To comply with service level agreements
(SLA), the standard practice is to use
complex cluster installations and shadow
databases. However, even these solutions cannot always prevent technical
outages. One fact that is often forgotten
is that all modern hardware platforms are
comparatively stable, and only malfunction very rarely, if at all. Logical errors or
database malfunctions are a comparatively higher source of failure that often
quickly leads to a partial or complete outage of the system. Restoring databases
is extremely time-consuming and can often
only be done using extensive manual technical intervention. More often than not, it
is not sufficient to simply restore the last
backup. Consider unfinished transactions
and redo logs, for example. These are just
two out of numerous examples that give
administrators a chill.

The newly developed and unmatched
hot standby feature guarantees that the
system returns to a productive state just
seconds after a partial or total outage
has occurred. The decisive advantage
over conventional cluster-based solutions
is that two or more appliances can work
completely isolated from each other. At no
point will one appliance have to access the
database of another appliance. With hot
standby, at least two VSTOR® appliances
are connected in a way that ensures each
standby appliance builds its own database
and works completely independent of the
respective primary system. This setup
guarantees that complete access to all
functionality can be restored in a matter
of minutes.
Switching to the standby appliance is
done using a few mouse clicks and can
be performed in under a minute. The
standby appliance can optionally apply
the entire configuration and individual
settings without additional administrative
intervention. If an error occurs, all new
data that is created while the switch is
performed is automatically transferred
from the VSTOR® storage cache area to
the newly active system. This guarantees
a complete and seamless access to all
stored information almost twenty-four
hours a day, without any data loss, and
without any additional costs.

Advantages
 Redundant system that provides high
availability
 Based on industry standards
 Independent databases
 Switching between appliances can be
done in a matter of seconds
 No data is lost at any time
 Appliances can be deployed at multiple sites
 Provides multiple redundancy for
hardware and applications
 Works independent of the location the
system is deployed

Our hot standby concept allows multiple
standby appliances to be deployed locally
and globally in different physical locations.
This allows you to design and implement
an affordable, yet powerful disaster
recovery platform that can grow with your
organization.
High availability made easy!
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VSTOR® with Four-Eye-Principle® authentication enabled: a single
administrator cannot use certain features of the data pool alone.
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VSTOR® with Four-Eye-Principle® authentication: Full access to the data pool
is granted by adding an additional authorized person to the session.
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Manage Data Securely
Security Concept
VSTOR® provides a secure and centralized
information management platform capable
of storing of e-mail messages, documents,
and files, using existing security mechanisms in conjunction with a number of
innovative technologies.

Data Security using Encryption
The tailored encryption system used by
VSTOR® provides ideal protection for your
organization’s data. Information can only
be read by the same VSTOR® hardware
that wrote it (or a replacement unit created specifically for your organization). This
ensures that third parties cannot gain
unauthorized access to your data, even if
they have managed to gain administrative
access. All storage systems connected
to VSTOR® immediately benefit from the
appliance’s encryption system, regardless
of whether they are held locally or housed
in an external data center as part of a
cloud storage solution.

Secure Authentication
A modern information management system has to provide its users with quick
and easy access to data and information.
However, ease of use must not compromise security. Private information must
not be disclosed and access regulations
must be enforced. VSTOR® supports various authentication methods, whose features span from automatic user management to automatic authentication based
on your organization’s existing authentication services.

VSTOR® supports all common authentication methods, including LDAP (Lightweight
Directory Access Protocol), OpenLDAP,
Active Directory, and RADIUS Server.
Each of these authentication systems
can be customized to suit the individual
needs of your organization. Users do not
have to store their username and password separately on VSTOR®. Instead, the
appliance verifies credentials on the fly.
This provides enhanced security, because
every access is verified centrally.
Users of VSTOR ® can also make use
of a true single sign-on (SSO) mechanism, which provides secure access to
the system directly from their client.
Users do not need to enter usernames
or passwords to gain access, and this
information does not need to be stored in
conjunction with other user data.

Four-Eye-Principle® Authentication
VSTOR® offers Four-Eye-Principle® authentication to protect against unauthorized
access to stored data on an administrative level. Users are first placed in one
of two user groups and then assigned
individual permissions. Access to certain
functionality can then be restricted. To
reenable the restricted features, members (or delegates) of both groups need
to log in to the same session or join an
existing session. Once configured and
enabled, critical operations that could
impact the privacy of users, such as
viewing, restoring, exporting, or deleting
documents, can only be performed jointly
by authorized members of both groups.
The initiation of resource-intensive massoperations can also be controlled.

Advantages
 Protected access through integration
with LDAP, Open LDAP, Active Directory,
and others
 Easy authentication using real-time
single sign-on
 Administrative restrictions can be set
up using Four-Eye-Principle® authentication
 Secure log file helps implement privacy
regulations
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Trusted VSTOR®
Due to our standards-based approach
with support for a variety of conventional
storage systems, we worked hard to ensure a maximum level of security. Innovative security features, such as automatic
encryption of all data, prevent unwanted
or uncontrolled access to information.
The closed-down design with a proprietary
operating system core make VSTOR® one
of the most secure solutions for digital
information management, because this
approach prevents direct access to data
at the system or database level.
We take security to the next level with
Trusted VSTOR®, which makes our solution
one of the first information management
appliances in the world built in compliance
to the Trusted Computing (TC) standard.
Almost all conventional systems and security mechanisms reveal a decisive weakness when examined closely: they are potentially open to attacks when third parties
can gain direct access to the hardware.
Trusted VSTOR® prevents such attacks by
creating links to hardware characteristics
that are unique to each appliance. This
protects the appliance from unauthorized
manipulation and constructs an unbreakable »vault« for your organization’s archived
data.

Trusted VSTOR® is based aro und a TPM
chip (Trusted Platform Module), firmly
anchored inside all VSTOR® appliances,
which provides a smart extension to our
existing security concept. Using the TPM
chip and the groundbreaking Trusted VSTOR® feature, the appliance-specific data
decryption key receives even better protection against malicious hardware attacks.
VSTOR® hardware and appliance software
now truly combine and form an inseparable unit.
Trusted VSTOR® makes one of the most
secure information management solutions
even more secure. The system monitors
the individual access regulations and
permissions that have been defined for
users in your organization. This guarantees
maximum protection for your data, and
ensures Four-Eye-Principle® authentication
cannot be circumvented in any way. Implement your organization’s internal policies
and compliance regulations, and ensure
that they are enforced in a guaranteed and
verifiable manner.
Trusted VSTOR® makes one of the most
secure information management solutions
even more secure. The system monitors
the individual access regulations and
permissions that have been defined for
users in your organization. This guarantees
maximum protection for your data, and
ensures Four-Eye-Principle® authentication
cannot be circumvented in any way. Implement your organization’s internal policies
and compliance regulations, and ensure
that they are enforced in a guaranteed and
verifiable manner.

Advantages
 Maximum security for your data
through the use of a built-in TMP chip
 Appliance defends itself against
manipulation and protects against
unauthorized access
 Adherence to individual user permissions and roles is enforced
 Guaranteed protection of the
appliance-specific decryption key
 Provides enhanced security in local
and cloud infrastructures
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ARTEC Appliance: Security and Performance on
Well-Matched Hardware
VSTOR® is consistently based on appliance
technology – and for good reason. Our
combination of carefully matched hardware
and software components ensures that
the products we build reach the highest
levels of performance, security, and reliability. Appliances also have another advantage that should not be underestimated. When it comes to integration into an
existing infrastructure, only an appliancebased solution can be up and running
within a short amount of time, because
there is no need to perform complicated
installation and integration procedures.
Our appliance-based solutions have a
decisive advantage in critical areas, such
digital information management: they are
fully ready to perform their task from the
moment they are unpacked and connected. VSTOR® appliances easily connect to
your existing network (Plug & Play), which
makes painstaking and error-prone configuration changes unnecessary. Incompatibilities and long-lasting implementation
periods are a thing of the past:

No matter which storage systems, mail
servers, or document structures are used
in your organization, an appliance made
by ARTEC can be deployed in a very short
period of time and is immediately operational.
The closed-down architecture of appliances
ensures that they are hardened against
data manipulation. Other systems are
often riddled with security loopholes as a
result of administrators having uncontrolled
access. Built-in support for features, such
as data encryption or our trademarked
Four-Eye-Principle® authentication mechanism, ensure that these concerns are
consistently avoided right from the start.
We designed our appliances to do the right
thing out of the box, which makes it easy to
deploy a professional information management solution.
Appliances are still rumored to be stiff and
inflexible. This is not the case with solutions designed by ARTEC. We offer various
hardware platforms that can grow with your
business. No matter how small or large
your business is, we have suitable solutions that can be customized further to suit
the unique needs of your organization.

Advantages
 Standards-based solution for information management
 Powerful hardware designed by
premium vendors
 Installs and integrates into your organization‘s network quickly and easily
 Highest level of security provided by
a closed-down system protected by
Trusted VSTOR®
 Easily combine multiple appliances to
form a grid
 Powerful and intuitive full-text search
engine
 Easily integrates into e-mail clients
such as Outlook or Notes
 Necessary to comply with legal
regulations
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A Smart Solution for the Administration of VSTOR®
The ANA® Automated Network Administrator® server includes the latest technological
developments for providing the highest
security standards, and automating remote
administration for all VSTOR® product lines.
ANA Server® automatically makes the latest
software updates available for download,
thereby making updates to all VSTOR® appliances quick and painless. Every update
is protected against unauthorized access
using proven encryption mechanisms, and
is customized to the configuration of each
individual appliance.
If VSTOR® is used in combination with the
EMA® archiving solution, ANA Server® also
provides a digital signature service. These
signatures are used to create a legallycompliant archive. Documents archived and
maintained by EMA® always receive both an
advanced digital signature, and an electronic date and time stamp. This ensures
that legal regulations regarding compliant
storage are sustained.
The advanced digital signatures, implemented to comply with several regulations
that dictate their functionality, guarantee
that the contents of individual documents
cannot be modified. The electronic date
and time stamp can be used to reconstruct
when and how a document entered the
archive.

The technologies made available by the
ANA® Automated Network Administrator®
allow the system to take over the role as an
important, fully independent electronic »witness« that can vouch for the legal compliance of the entire archiving platform.
ARTEC’s innovative and patented technologies ensure that digital signatures
permanently retain their validity. ANA®
Server makes it easy to ensure compliance
with corporate security policies. Furthermore, ANA® also reliably monitors relevant
security events, such as authentications
and remote connections.
ANA® Automated Network Administrator®
– a smart solution for modern IT administration.

Features
 Appliance-specific downloads are
automatically made available
 Installs the most recent software
updates (automatically, if desired)
 Provides comfortable license management without the burden of license
keys
 Creates digital signatures (when using
EMA®) and digital date and time stamps
 Automatically renews digital signatures (when using EMA®)
 Continuously monitors relevant security events, such as authentications
 Provides secure connections for
remote maintenance
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Secure Archiving in the Cloud
The »Cloud« is currently a trending topic
across the world. In general, it is important
to differentiate between public and private
clouds. A private cloud is relatively secure,
as the customer controls the entire infrastructure behind it. However, the situation
is very different with a public cloud: it is
possible that unprotected information is accidentally made available to third parties.
It is therefore important to be cautious
when considering whether to put company
information on the cloud or not. A number
of conventional services are plagued by
horrendous security risks, which is especially problematic when it comes to using
these services for data storage. If data is
stored in the cloud without using encryption, everyone with sufficient access to
the infrastructure will be able to access
the information contained within. However,
simply encrypting data is not enough. It is
also important to regulate who is responsible for managing the required decryption
key.
In the face of these security-related principles, simply transferring data from A to B
is not enough. To create a functional solution that meets the needs of customers, we
did not simply prepare the VSTOR® for the
cloud, but also made sure that it operates
securely in such environments.

Our comprehensive security concept,
which includes appliance-based encryption and Trusted VSTOR®, provides the
maximum level of protection for your
critical data, no matter on what kind of
storage system it resides on. The technical
concept behind VSTOR® has allowed us to
implement all required demands for data
protection in an easy and secure manner.
All information is stored on cloud storage
in an encrypted form, and only you, the
owner of this information, hold the key
necessary to decrypt it.
This allows you to keep complete control
over your data without releasing any part of
it in an unprotected form; even you decide
to store it in the cloud.
Use the cloud intelligently and - most importantly - securely!
Advantages
 Easily integrates with cloud storage
solutions
 Secure transmission by encrypting
transmitted data
 Secure data storage as the decryption key remains with the customer
 Easy migration when switching cloud
providers
 Complete control over all data and
information
 Easy disaster recovery implementation
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The ARTEC Service: Always at Your Side
ARTEC IT Solutions provides technologically
advanced and innovative information technology solutions. A versatile product range
like VSTOR® touches upon many areas in
companies and organizations. This is why it
is important that the systems quickly and
easily integrate into your environment, and
then assume error-free operation. To ensure the latter, we place a strong emphasis
on service for our customers and partners.

Two Objectives
Using strict quality control measures, the
use of proven standards, and a fully automatic update system, we ensure that our
solutions operate with stability and reliability. Should unexpected problems arise, our
responsive and competent support team
will help you resolve any errors or operational problems that may occur.

Reliable Update Service
ARTEC has designed VSTOR® solutions as
appliances in order to make maintenance
as easy and convenient as possible. There
are no patches, drivers, or updates that
need to be downloaded and installed
manually. This is often something that
leads to numerous problems with software-based solutions. Instead, system
updates are automatically distributed.
Activated appliances will access them automatically. Compared with other methods,
our approach is especially reliable and
secure, and also ensures that information
is protected to the highest standards.

Fast Support
IT solutions are never 100 percent errorfree. If you happen to experience an unlikely
malfunction while using our solution, the
appliance is able to generate a comprehensive error report that allows us to quickly
and easily identify the issue. It contains all
relevant system information, but does not
contain any sensitive or personal information. The error report forms the basis of
the work for ARTEC‘s support teams, who
strive to provide customers with solutions
or explanations quickly as possible.

Development and Support from One
Source
Unlike many other manufacturers, ARTEC
has independently designed and developed
all technologies used by VSTOR® appliances. As a result, we are experts on the
product that we built. The amount of control
we have over our product also allows us to
make interfaces and certifications available
for a very wide range of other solutions,
components, and systems.
In order to resolve problems quickly, our
dedicated test lab allows us to check for
and reproduce possible incompatibilities
or problems directly using the respective
target infrastructure. Our support and
development teams collaborate with one
other. This ensures that we can implement
the diverse requirements of our customers,
and are able to add support for environments that are not standards-compliant.
We do not consider support as an additional form of revenue. Rather, we continuously seek to improve our solutions in
order to make them as easy, reliable, and
powerful as possible.

Advantages
 Consistent, proven, standards-based,
reliable, and stable technology
 Fully automatic update service
 World-wide support provided by competent teams
 Development and support from one
hand, which ensures a high level of
technological know-how
 Purpose-built test lab containing over
50 mail servers
 Error reports are directly generated
by the system / Automatic notification of configuration errors
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ARTEC IT Solutions AG
ARTEC IT Solutions AG is a leading manufacturer of digital information management, with products and solutions related
to »BIG DATA«, a patented search engine
for local and global environments via
»Global eDiscovery«, and data security
solutions, business intelligence, and
archiving. ARTEC’s solutions focus on
secure, legally compliant, and economical
search, restore, and storage of relevant
information, such as e-mail messages,
printed or scanned documents, files, or
voice and phone calls, irrespective of the
data sources. Founded in 1995, the Company develops specialized software and
integrated appliance solutions that ensure
uninterrupted and optimized business
processes.
All solutions feature maximum security,
simple implementation and management
within organizations, and an attractive
price-performance ratio. ARTEC’s most
important products include the VSTOR®
series, eDiscovery, Local & Global Federated Search, Data Recovery, Data Analytics
and the EMA® Enterprise Managed Archive®
series.

From handling »unstructured data« to
efficient use of »productive information« and
optimization of backup and restore processes for long-term storage. This allows
organizations to create a fully customizable
centralized or decentralized information
management system that makes use of
existing resources and does not require any
infrastructure changes.
All solutions share a common philosophy,
which is to help organize information, store
data securely, be easy to set up and use,
and provide powerful search and restore
capabilities that comply with applicable
legal regulations. This allows organizations
to remain in control of their data without
having to worry about the applications that
produce or use it.

Head Office & ZHQ* EMEA / Karben, Germany

ZHQ* AMERICA / Atlanta, USA

ARTEC is headquartered in Germany, and
has branch offices in the United States
and Asia. As a manufacturer of modern
and high-quality software solutions, ARTEC
collaborates with a worldwide network of
technology and business partners.

ARTEC’s carefully optimized product portfolio covers the entire spectrum of digital
information management:
ZHQ* APAC / Seoul, Korea

* Zone Head Quarter
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AMERICA
ARTEC IT Solutions USA
1600 Parkwood Circle
Atlanta, Georgia 30339, USA
Phone: +1 - 855 - 462 - 7832
Fax: +1 - 678 - 666 - 5153
E-mail: info@artec-it.com
Internet: http://www.artec-it.com

EMEA
ARTEC IT Solutions AG
Robert-Bosch-Str. 38
61184 Karben, Germany
Phone: +49 - 6039 - 9154 - 0
Fax: +49 - 6039 - 9154 - 54
E-mail: info@artec-it.de
Internet: http://www.artec-it.de

ASIA PACIFIC
ARTEC IT Solutions AP
11F, Youngchang Building, 157-4,
Joongkok-dong, Kwangjin-gu, Seoul, Korea
Phone: +82 - 2 - 515 - 3349
Fax: +82 - 2 - 6008 - 3403
E-mail: info-ap@artec-it.com
Internet: http://www.artec-it.com
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