ARTEC IT Solutions AG is the leading manufacturer of solutions for digital information management, big data, global
search, eDiscovery, data security, business intelligence, archiving, and reliable mass storage. ARTEC‘s products focus
on secure, legally compliant, and economical search, restore, and storage of relevant information in organizations, such
as e-mail messages, printed documents, ﬁles, or voice and phone conversations. Founded in 1995, the Company has
been developing specialized software, hardware, and integrated appliance solutions that ensure uninterrupted business
operations.
ARTEC‘s innovative solutions feature high reliability, simple implementation and maintenance, and an attractive priceperformance ratio. The company‘s most important products are the VSTOR® information management system, the EMA
Enterprise Managed Archive®, and the VSTOR® Vault mass storage product line.
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ARTEC‘s carefully optimized product portfolio covers the entire spectrum of digital information management, from longterm storage and optimization of backup and restore processes to a more efﬁcient use of productive data. This allows
organizations to create a fully customizable centralized or decentralized information management system that makes
use of existing resources and does not require any infrastructure changes.
All solutions share a common philosophy, which is to help organize information, store data securely, be easy to set up
and use, and provide powerful search and restore capabilities that comply with applicable legal regulations. This allows
organizations to stay in control of their data without having to worry about the applications that produce or use it. ARTEC
is headquartered in Germany, and has branch ofﬁces in the United States and Asia. As a manufacturer of modern and highquality hard- and software solutions, ARTEC collaborates with a worldwide network of technology and business partners.
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Future-Proof Using Standardized
Technologies

Universal legally compliant Live-Archive using
the EMA® Enterprise Managed Archive®
The demands that modern IT infrastructures
have to cope with today are higher than ever
before. Technical reasons and cost considerations result in a constantly growing amount of
functionality having to be implemented using a
constantly shrinking number of resources. Almost
all applications used by organizations generate a
large amount of data and information every day.
Users in the network, partner communication,
customers, and leads also serve as sources
that constantly create new information that
must somehow be coped with. In many cases,
managing resources and ensuring everything
remains accessible consumes a large amount of
an organization’s existing IT resources. Yet users’
demands are usually comparatively simple: all
information should be available and accessible
quickly and without complications.

It is essential to use standardized technologies for long-term, centralized information
management. This is the only way to ensure
that data remains usable even after many years
of storage. Your organization undoubtedly has
critical information that may be bound to a
speciﬁ c application, such as your mail server.
Imagine for a moment, that your organization
is using Exchange Server.
Do you already know, with absolute certainty,
which mail server your organization will be using
ﬁve years from now? Given the short innovation cycles in the IT industry, it is hard to make
long-term commitments. Due to our specialized
technological approach, we are able to tell you
with certainty, that our solution will support
your new mail server and all previously archived
e-mail messages can easily be made available
on your new mail server platform.

Legal Requirements

Protection of Investment

It is not always easy to derive the requirements for legally compliant archiving from the
respective regulations. The requirements for
compliant archiving are mainly derived from the
laws of the AO, the HGB, the Sarbanes-OxleyAct, from the GoBS and GDPdU guidelines, and
from other regulations. At the same time, the
Federal Data Protection Act cannot be ignored.
But what do the legislators really want?

A modern archive should not only be easy to
use, but should also protect the investment
once made. Some current legal requirements
require documents to be archived for over ten
years; a time span that can hardly be foreseen
from a technological point of view. Only systems
that are fully standards-based can guarantee a
maximum protection of investment. EMA® uses
standard-based technologies, allowing you to
replace your entire infrastructure (including mail
servers and storage) at any time.

E-mail viewer: The new e-mail viewer
allows you to navigate through search results
comfortably. It can display all kinds of e-mail
messages just like a real e-mail client, and
can display attachments in a hierarchical
manner.

At this time, it boils down to the following
points: all legally relevant documents must
be kept in their original format. They must be
unchangeable, and archived in a timely manner.
Additionally, the legislators require that it must
be possible to restore the data in a reasonable
amount of time.

Attribute editor: Using the powerful attribute
system, you can augment the contents of your
archive with additional information. This allows you
to ﬁnd data, documents, conversations, and e-mail
messages quickly and precisely.
The search results: E-Mail messages (incl.
attachments) and documents are listed in the
Live-Archive in their original state, and can be
restored with a single click.

Our Live-Archive EMA® Enterprise Managed Archive®
has taken this approach and implemented it in
a consistent manner. Close collaboration with
our customers has resulted in a solution that is
both very user-friendly and highly efﬁcient. Many
conventional systems require extensive changes
to be made to existing central information
management platforms. This is not the case with
EMA®. Our approach is based on standardized
technologies, which means our solution easily
integrates and works well with any environment.

Usability of the Archive

Privacy and Data Security

The high performance full-text search allows
you to ﬁnd, read, process, and restore archived
e-mails and documents with a single click.
The new attribute feature allows users of the
archive to augment document with additional
information. Deﬁnable ﬁelds include a minimum
retention period, legal hold, a private ﬂag, tagging and categorized archives, and up to 100
user-deﬁnable attribute ﬁelds. Attributes can be
deﬁned using the integrated viewer.

EMA®’s security concept allows keeping data
secure without requiring any additional technical
components. While conventional solutions
require cumbersome and cost-intensive WORM
technologies, EMA® can use all standard NAS
and SAN storage technologies, while still
remaining legally compliant. This unique security
concept guarantees that documents cannot be
modiﬁed, as required by legislators. Four-EyePrinciple authentication can be used to enhance
privacy, limiting the access a single administrator has to the entire archive. Additionally, all
accesses to the archive are permanently logged.

Federated Search for Organizations
with Multiple Sites

Folder Synchronization: EMA® is able to synchronize the folder structure of a mail
server and can provide easy access to the most complex folder structures.

Searching: Users can decide how complex searches
are. This means that the search dialog remains very
user friendly, without compromising on the provided
functionality.

This is a principle found in EMA®’s entire product
concept – from the mail server integration,
to the integration into e-mail clients, to the
archive storage location. An EMA® appliance can
be upgraded to a full document and information archive at any time. Additionally, we can
guarantee you full protection of your investment
if you have to upgrade to a more powerful
EMA® platform later. Adjust your archive to your
infrastructure, not the other way around! EMA®
can meet your individual requirements and is as
ﬂexible as your organization.

Simply archive, search, and ﬁnd:
Using the respective buttons, users can add and remove rows and columns in the search
dialog. This allows them to create complex search queries returning the desired results.
The full-text search not only indexes e-mail messages, but also e-mail attachments
and documents.

In order to work efﬁciently, employees need to
be able to ﬁnd information regardless of its format or source as quickly as possible. Accessing
or using found information also needs to be as
simple and comfortable as possible. Federated
Search is the solution to this challenge. Federated Search brings data stored in different
locations together and provides secure access
to all authorized users. A powerful full-text
search interface (including searches within
documents and ﬁles and OCR) makes it easy
to ﬁnd information at any time and across all
supported sources.

A Secure Approach to Cloud Computing
Cloud computing is on everyone’s lips these
days. There are two general types of clouds:
private clouds and public clouds. Private clouds
are relatively secure, because customers
have control over the entire infrastructure. The
situation is radically different with public clouds.
Due to the way public clouds are operated,
unsecured and unprotected information can
quickly end up in the wrong hands. Due to these
security considerations, it is not simply enough
to transfer data from A to B. In order to create a
functional solution that is in the customer’s best
interest, we not only made the EMA® Enterprise
Managed Archive® cloud-capable, but also went
the extra mile to make it cloud-secure.

Advantages
 Implement a global search system
for all content produced in your
organization
 Maximum security provided by a
sophisticated security concept
 Accessible by users and administrators
 Powerful full-text search functionality
 Ensures maximum availability of all
relevant information
 Data is only transmitted during
downloads
 Complies with all ﬁscal requirements
regarding centralized data retention
 Supports all common ﬁle and document types
 Comprehensive security concept that
includes Trusted EMA® to protect your
information

Federal Ministry
for Economic Affairs
and Energy

EMA® Enterprise Managed Archive®

Smart Live-Archive Solutions for E-Mail, Document Management & Global Data Archiving // economically efﬁcient, highly available, and legally compliant

Future-Proof Using Standardized
Technologies

Universal legally compliant Live-Archive using
the EMA® Enterprise Managed Archive®
The demands that modern IT infrastructures
have to cope with today are higher than ever
before. Technical reasons and cost considerations result in a constantly growing amount of
functionality having to be implemented using a
constantly shrinking number of resources. Almost
all applications used by organizations generate a
large amount of data and information every day.
Users in the network, partner communication,
customers, and leads also serve as sources
that constantly create new information that
must somehow be coped with. In many cases,
managing resources and ensuring everything
remains accessible consumes a large amount of
an organization’s existing IT resources. Yet users’
demands are usually comparatively simple: all
information should be available and accessible
quickly and without complications.

It is essential to use standardized technologies for long-term, centralized information
management. This is the only way to ensure
that data remains usable even after many years
of storage. Your organization undoubtedly has
critical information that may be bound to a
speciﬁ c application, such as your mail server.
Imagine for a moment, that your organization
is using Exchange Server.
Do you already know, with absolute certainty,
which mail server your organization will be using
ﬁve years from now? Given the short innovation cycles in the IT industry, it is hard to make
long-term commitments. Due to our specialized
technological approach, we are able to tell you
with certainty, that our solution will support
your new mail server and all previously archived
e-mail messages can easily be made available
on your new mail server platform.

Legal Requirements

Protection of Investment

It is not always easy to derive the requirements for legally compliant archiving from the
respective regulations. The requirements for
compliant archiving are mainly derived from the
laws of the AO, the HGB, the Sarbanes-OxleyAct, from the GoBS and GDPdU guidelines, and
from other regulations. At the same time, the
Federal Data Protection Act cannot be ignored.
But what do the legislators really want?

A modern archive should not only be easy to
use, but should also protect the investment
once made. Some current legal requirements
require documents to be archived for over ten
years; a time span that can hardly be foreseen
from a technological point of view. Only systems
that are fully standards-based can guarantee a
maximum protection of investment. EMA® uses
standard-based technologies, allowing you to
replace your entire infrastructure (including mail
servers and storage) at any time.

E-mail viewer: The new e-mail viewer
allows you to navigate through search results
comfortably. It can display all kinds of e-mail
messages just like a real e-mail client, and
can display attachments in a hierarchical
manner.

At this time, it boils down to the following
points: all legally relevant documents must
be kept in their original format. They must be
unchangeable, and archived in a timely manner.
Additionally, the legislators require that it must
be possible to restore the data in a reasonable
amount of time.

Attribute editor: Using the powerful attribute
system, you can augment the contents of your
archive with additional information. This allows you
to ﬁnd data, documents, conversations, and e-mail
messages quickly and precisely.
The search results: E-Mail messages (incl.
attachments) and documents are listed in the
Live-Archive in their original state, and can be
restored with a single click.

Our Live-Archive EMA® Enterprise Managed Archive®
has taken this approach and implemented it in
a consistent manner. Close collaboration with
our customers has resulted in a solution that is
both very user-friendly and highly efﬁcient. Many
conventional systems require extensive changes
to be made to existing central information
management platforms. This is not the case with
EMA®. Our approach is based on standardized
technologies, which means our solution easily
integrates and works well with any environment.

Usability of the Archive

Privacy and Data Security

The high performance full-text search allows
you to ﬁnd, read, process, and restore archived
e-mails and documents with a single click.
The new attribute feature allows users of the
archive to augment document with additional
information. Deﬁnable ﬁelds include a minimum
retention period, legal hold, a private ﬂag, tagging and categorized archives, and up to 100
user-deﬁnable attribute ﬁelds. Attributes can be
deﬁned using the integrated viewer.

EMA®’s security concept allows keeping data
secure without requiring any additional technical
components. While conventional solutions
require cumbersome and cost-intensive WORM
technologies, EMA® can use all standard NAS
and SAN storage technologies, while still
remaining legally compliant. This unique security
concept guarantees that documents cannot be
modiﬁed, as required by legislators. Four-EyePrinciple authentication can be used to enhance
privacy, limiting the access a single administrator has to the entire archive. Additionally, all
accesses to the archive are permanently logged.

Federated Search for Organizations
with Multiple Sites

Folder Synchronization: EMA® is able to synchronize the folder structure of a mail
server and can provide easy access to the most complex folder structures.

Searching: Users can decide how complex searches
are. This means that the search dialog remains very
user friendly, without compromising on the provided
functionality.

This is a principle found in EMA®’s entire product
concept – from the mail server integration,
to the integration into e-mail clients, to the
archive storage location. An EMA® appliance can
be upgraded to a full document and information archive at any time. Additionally, we can
guarantee you full protection of your investment
if you have to upgrade to a more powerful
EMA® platform later. Adjust your archive to your
infrastructure, not the other way around! EMA®
can meet your individual requirements and is as
ﬂexible as your organization.

Simply archive, search, and ﬁnd:
Using the respective buttons, users can add and remove rows and columns in the search
dialog. This allows them to create complex search queries returning the desired results.
The full-text search not only indexes e-mail messages, but also e-mail attachments
and documents.

In order to work efﬁciently, employees need to
be able to ﬁnd information regardless of its format or source as quickly as possible. Accessing
or using found information also needs to be as
simple and comfortable as possible. Federated
Search is the solution to this challenge. Federated Search brings data stored in different
locations together and provides secure access
to all authorized users. A powerful full-text
search interface (including searches within
documents and ﬁles and OCR) makes it easy
to ﬁnd information at any time and across all
supported sources.

A Secure Approach to Cloud Computing
Cloud computing is on everyone’s lips these
days. There are two general types of clouds:
private clouds and public clouds. Private clouds
are relatively secure, because customers
have control over the entire infrastructure. The
situation is radically different with public clouds.
Due to the way public clouds are operated,
unsecured and unprotected information can
quickly end up in the wrong hands. Due to these
security considerations, it is not simply enough
to transfer data from A to B. In order to create a
functional solution that is in the customer’s best
interest, we not only made the EMA® Enterprise
Managed Archive® cloud-capable, but also went
the extra mile to make it cloud-secure.

Advantages
 Implement a global search system
for all content produced in your
organization
 Maximum security provided by a
sophisticated security concept
 Accessible by users and administrators
 Powerful full-text search functionality
 Ensures maximum availability of all
relevant information
 Data is only transmitted during
downloads
 Complies with all ﬁscal requirements
regarding centralized data retention
 Supports all common ﬁle and document types
 Comprehensive security concept that
includes Trusted EMA® to protect your
information

Federal Ministry
for Economic Affairs
and Energy

ARTEC IT Solutions AG is the leading manufacturer of solutions for digital information management, big data, global
search, eDiscovery, data security, business intelligence, archiving, and reliable mass storage. ARTEC‘s products focus
on secure, legally compliant, and economical search, restore, and storage of relevant information in organizations, such
as e-mail messages, printed documents, ﬁles, or voice and phone conversations. Founded in 1995, the Company has
been developing specialized software, hardware, and integrated appliance solutions that ensure uninterrupted business
operations.
ARTEC‘s innovative solutions feature high reliability, simple implementation and maintenance, and an attractive priceperformance ratio. The company‘s most important products are the VSTOR® information management system, the EMA
Enterprise Managed Archive®, and the VSTOR® Vault mass storage product line.

e

ARTEC‘s carefully optimized product portfolio covers the entire spectrum of digital information management, from longterm storage and optimization of backup and restore processes to a more efﬁcient use of productive data. This allows
organizations to create a fully customizable centralized or decentralized information management system that makes
use of existing resources and does not require any infrastructure changes.
All solutions share a common philosophy, which is to help organize information, store data securely, be easy to set up
and use, and provide powerful search and restore capabilities that comply with applicable legal regulations. This allows
organizations to stay in control of their data without having to worry about the applications that produce or use it. ARTEC
is headquartered in Germany, and has branch ofﬁces in the United States and Asia. As a manufacturer of modern and highquality hard- and software solutions, ARTEC collaborates with a worldwide network of technology and business partners.

EMA Enterprise Managed Archive
®

AMERICA
ARTEC IT Solutions USA
1600 Parkwood Circle
Atlanta, Georgia 30339, USA
Phone: +1 - 855 - 462 - 7832
Fax: +1 - 678 - 666 - 5153
E-mail: info@artec-it.com
Internet: http://www.artec-it.com

EMEA
ARTEC IT Solutions AG
Robert-Bosch-Str. 38
61184 Karben, Germany
Phone: +49 - 6039 - 9154 - 0
Fax: +49 - 6039 - 9154 - 54
E-mail: info@artec-it.de
Internet: http://www.artec-it.de

ASIA PACIFIC
ARTEC IT Solutions AP
#1003 U-Top Tech Valley, 7, Beobwon-ro
6-gil, Songpa-gu, Seoul 05855, Korea
Phone: +82 - 2 - 515 - 3349
Fax: +82 - 2 - 6008 - 3403
E-mail: info-ap@artec-it.com
Internet: http://www.artec-it.com

Turning Data Into Information
EN.EU.170825 - Copyright © 2017 - ARTEC IT Solutions AG. All rights reserved. VSTOR ®, EMA® Enterprise Managed Archive ®, EMA® E-Mail Archive Appliance®,
ANA® Automated Network Administrator ®, CMP ® Continuous Mail Protection®, Mail to Archive®, Print to Archive®, Scan to Archive®, Voice to Archive®, File to Archive ®,
ediscovery ®, Four-Eye-Principle ® and ﬁregate ® are registered trademarks of ARTEC IT Solutions AG. All other trademarks are the property of
their respective owners. Copying, reproduction, or duplication either completely, or in part is not permitted without prior written authorization by
ARTEC IT Solutions AG. Subject to change without prior notice.

®

Smart Live-Archive Solutions for
E-Mail, Document Management & Global Data Archiving //
economically efﬁcient, highly available, and legally compliant

